	1. Explain what the term ‘fraud’ means

	Fraud means trying to trick someone in order to gain an advantage.



	2. Before the growth of the Internet, what were the most common methods that criminals used to try to commit fraud?

	Mail or telephone



	3. Give three examples of common types of internet fraud and explain briefly how people get cheated out of their money

	When they win an auction and pay but never receive the item they have won

When they buy goods but never receive them

Earn money over the Internet schemes



	4. Explain what the terms ‘phishing’  and ‘spoofing ‘ mean

	Phishing: 

Tricking someone into giving them confidential information – spoofing is doing this by creating a bogus web site, for examplle

	5. Explain how criminals use ‘spoofing’ to cheat you out of your money

	They use confidential information from you, to get access to your money or bank details



	6. Explain what a ‘key logger’ is, and how it helps the criminal to find out your personal details

	It is a program that records every key you enter in to the PC which can be used to get information like passwords and bank numbers



	7. Explain what the term ‘identity theft means’

	Criminals pretend to be you, in order to open a bank account or get store or credit cards



	8. Explain how criminals manage to steal your identity

	his may be done by taking things like old bills and letters from your rubbish bags or by making contact with you pretending to be from a real organisation such as your bank, the gas or water company or even the police

	9. List four precautions that you can take to keep yourself safe from fraud.

	Be very careful about opening e-mails from people that you are not expecting an e-mail from.

Ignore e-mails which tell you to go to their site and enter your user name and password
Don't click on any links in e-mails that are from people you don't know - it could install a key logger onto your system for example.

It is best to type in an URL yourself rather than use direct links supplied by email.

Don't believe offers on the internet which seem to be too good to be true - they probably are.

Don't part with money in advance for something which seems a bit suspicious
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