10.8 Malpractice and Crime
           Name:


Exemplar Exam Answer NEAB 1999/Heathcote Chapter 11 

1. (a) State the three levels of offence under the Computer Misuse Act of 1990. Illustrate each answer with a relevant example.

Rearrange the boxes below to create the correct answer.








(b) Describe four separate measures that can be taken to prevent accidental or deliberate misuse of data on a STAND ALONE PC. (7 answers are shown)

Cut and paste the correct explanation

	Measure
	Reason

	Password protection
	

	Keyboard lock
	

	Automatic backup
	

	Read/write restrictions on certain files
	

	Screen savers
	

	Permanent virus checking software installed with automatic updates
	

	Isolation of the machine in a locked room
	


to prevent changes being made to important data and files

to prevent access to software by another unauthorised person

to prevent physical use of equipment

to only allow restricted access to it

to check all files and emails automatically for the latest viruses

to prevent data being inadvertently lost

to prevent unauthorised viewing of data on screen

Point to think about: Why would the answer “logging off” not get you any marks?

Check your work makes sense and both parts of the question fit onto 1 A4 page (by removing unnecessary space etc) before printing and handing in for checking.

The unauthorised access with intent to commit or to facilitate commission of further offences.





For example 1  





Level 2





The unauthorised modification of computer material. The code or data is actually changed rather than simply viewed and used.





A pupil who gains access to the administrative side of a school or college network or access to another pupil’s user area.  Or the individual who tries to get into a system just for the sheer hell of it. 





The unauthorised access to material without any intent to do anything other than just gain access.





Level 1





Level 3





Actually changing the balance in a bank account, altering or someone’s credit status or changing an examination mark.








For example 3











For example 2 








Accessing bank records with the intent of committing  fraud. Or accessing personal details with the intent of committing blackmail or a similar offence.








