A2 Module 5 (ICT5) 14.1 Policy and strategy issues


Policy and strategy issues (Chapter 52)

∑
Understand the need for an information management policy.

∑
Understand the strategic implications of software, hardware and configuration choices for an organisation.

∑
Appreciate the range of needs of different users.

Methods of enhancing existing capabilities (Chapter 52)

∑
Discuss the reasons why organisations may wish to upgrade hardware / software provision - factors could include hardware / software development, more powerful PC, organisation ethos, task driven change, software change.

∑
Understand that hardware and software exists which allows packages to run on different platforms.

Future proofing (Chapter 52)

∑
Understand the advantages and disadvantages of the approach.

∑
Backup strategies (Chapter 53)

∑
Describe the different options available for backup systems and understand the implications and limitations of their use.

∑
Understand the strategies for backup scheduling and storage of backups.

The need for an information management policy P.288 http://www.infosec.co.uk/g/logos/dtigreen/New%20Pages/page6a.html

∑
Unfortunately the use of ICT within large organisations can be uncoordinated with many different kinds of hardware and software used by different parts of an organisation with no overall control.  

∑
There is a danger in a large organisation that the use of IT may become fragmented with each section 'doing its own thing'. This will lead to problems with incompatibility in hardware resulting in an inefficient movement of data and information within the organisation The result can be overlapping coverage with duplicated data and no real way of making effective use of the total corporate data resource.  

∑
In an attempt to overcome this problem some organisations have tried to use or adopt an information management policy in an attempt to control the development of information systems such that the organisation gets the maximum return on its investment and to maintain its competitive advantage.    

Such a policy must ensure that:

ICT systems deliver the service cost effectively and without failure or delays 

ICT systems match business objectives and strategies
ICT promotes competitive advantage by deploying innovative technology

Different User Needs p.289

Different users within the organisation have different needs. These differing needs may be apparent: 

∑
At the hardware level - where one user needs a more powerful processor or a higher resolution screen than another.

∑
At the software level where different degrees of functionality are required by different users

∑
At the interface level where the user's experience or method of interaction with the system require a particular type of interface which would be inappropriate for other users.

Matching individual needs at the corporate level

If each individual or department is allowed to make their own decisions regarding hardware and software purchases, then the result will be a series of independent systems that will not be integrated and that will be unable to provide the organisation-wide management information required from a MIS. In addition communication between the different systems will be error prone or impossible. It is even possible that different sections of the organisation will see particular data as belonging to them and be reluctant to share it with other sections.

The solution is for the organisation to have an IT policy. This will deal with such issues as: 

∑
Who shares what information? What information or data should be available to each section of the organisation?

∑
How information is to be communicated through the organisation - who is responsible for this, its timing and format.

∑
How data is to be collected. Who is responsible for acquiring the data, for maintaining and updating it. What format it is to be in.

Success Criteria for an IT policy

The organisation's information policy will deal with procedures for collecting and disseminating data and information. It will identify who is responsible for each type of data or information that the organisation needs and who should or should not have access to it.

The purpose of such a policy is to ensure that the different elements of the MIS are co-ordinated and work together as an integrated system serving the whole organisation.

The information policy will need to recognise the differing needs of the various users involved with the system and it must be flexible to allow for changes arising 

∑
New technology. Allowing data to be collected in a better way or permitting the collection of data previously unavailable.

∑
New functions. Allowing the system to accommodate to new tasks within the organisation.

∑
New structure. Accommodating changes in the way that the organisation is organised which may change access requirements and routes for data and information.

The role and skills of IT directors http://www.cw360.com/Article111057.htm


Are much closer to traditional business management i.e. 

∑
They need to understand business objectives and see how to leverage information

∑
Ensure that reliability of service is maintained

∑
Exploit innovation i.e. Appropriate ICT initiatives

∑
Employ the right ICT competencies within the organisation

∑
Try to keep costs down

∑
Deliver systems to cost and budget

∑
Meet agreed user requirements

They ensure that the system

∑
Can recover from breakdowns and problems

∑
Provides accurate and timely information

∑
That data is secure and integrity is preserved

∑
Supports the business objectives.

All too many it directors are bogged down by the nitty gritty of keeping the systems going..." Ironically this burden of keeping the ICT wheels turning may well be diminishing as it is increasingly outsourced. It must treat this as an opportunity. 

ICT directors become information managers or knowledge managers.

Consistency with Business Priorities P.288
A company's information system strategy should be linked to its business plan.  A method called CSF (Critical Success Factors) encourages senior executives to identify the company's primary goals.  They will then identify performance indicators for each of the CSFs and they should make sure that the systems are in place to collect and use this information.

A typical example of a CSF could include:

∑
Improving customer service 

∑
Improving relationships with suppliers 

∑
Holding the right stock, at the right time, in the right quantity 

∑
Using human resources efficiently 

Centralisation and Decentralisation P.288 to 289
In some organisations all the tasks connected with managing IT resources (e.g. hardware and software purchases) are the responsibility of the Information Systems Department.  In other organisations, however, a decentralised (or "distributed") system is run, whereby each department (e.g. Sales, Human Resources, Marketing etc.) are given freedom to make their own decisions.  There are advantages of having a centralised system, such as:

∑
Making sure that hardware and software is compatible across a company network 

∑
Bulk orders can give the company better value for money on orders (e.g. getting a "site licence" for software) 

∑
Employees don't have to learn a new system if they move to another department 

∑
There can be a company-wide training strategy 

∑
The company has better control over unlicensed software 

 

Contents of the information management policy
∑
What the organisation already has.

∑
What the organisation requires

∑
What’s available against what’s required

When implementing IT policy, the following strategic implications need to be considered: -

Hardware Choices
(See p.290)

	Will software run on existing hardware?
	Does hardware need to be upgraded?

	Expandability?
	Does it meet industry standard?

	Is speed a factor?
	Printers - what type of work is done on system?

	Memory requirements?
	Secondary storage?

	Is the existing hardware still doing a useful job?
	Will upgraded software/operating systems still run on existing hardware (e.g. Windows 2000 to Windows XP - memory and processor problems)

	Does the vendor still support the hardware?


Software Choices (see P.290)
http://www.lacnyc.org/resources/technology/evalsoftware.htm

	Will it work on the current hardware configuration?
	Off the shelf (Generic) or Bespoke?

	Developed in house?
	Ease of use?

	What operating system does it run on?
	Training/support

	Industry standard?
	Is it the policy of an organisation to upgrade all software? 


	Cost will be an issue
	Training


	Support
	Will site licences be a better option?


	Is it the policy to upgrade on new machines? 
	Is old software upwardly compatible?


	Is new software downwardly compatible?


Configuration of the System


	Shared printers?
	Who are the users?, what access rights will be required etc.

	Is ease of use a criterion?


Upgrading (problems with legacy systems p.290)
 Computer systems have a very short life expectancy.  Because of the rapid pace of technical developments, organisations have to frequently upgrade.

There is often a problem with "Legacy Systems".  These are systems written years ago (as early as the 1960s) as systems for accounting or invoicing, which have been upgraded time and time again.  This can make a computer system very fragile.  Starting again from scratch would be a good idea but because the system "works" management may be reluctant to provide funds.

It is not always necessary for everyone in an organisation to have their hardware or software upgraded.  Different people do different jobs and, therefore, have different needs.  Someone who is doing very technical work (e.g. heavy graphics or multimedia work) may need a powerful computer to do his job properly.  However, someone who only used the computer for word processing could comfortably make do with a very low specification machine.

Upgrading can take the form of 

∑
When a major upgrade of a software product e.g. Windows 2000 to Windows XP, System 9.2 to MacOS 10

∑
A maintenance release e.g. System 10 followed by System 10.1, 10.2 etc. 

Consider Functional and Technological Obsolescence

∑
Functionally obsolete -no longer meets the needs of an individual or a business (PC 286/386 machines)

∑
Technologically obsolete
-although superseded by a newer version or release, it still meets the needs of an individual or business

Future Proofing (see P.290/291)

∑
When a system is developed there will be some provision for future expansion and development. The system designers will attempt to allow for increased business volume and they will also try to anticipate future development that may alter the way in which the system will need to operate. Factors such as the need to incorporate new hardware elements - such as portable hand scanners or to provide increased functionality or simply to handle more data at a higher speed will require flexibility of the system.

∑
It is impossible to totally "future proof" the ICT system but, generally speaking, organisations should purchase computers more powerful than they currently need.  Going for a cheaper option usually means that the hardware will become obsolete more quickly.

∑
For only a small overhead some future proofing can be built into a system by building in facilities for expansion or later upgrading. Sockets can be included for additional connections that might be needed later, the system might be designed to handle data from a faster or more expensive peripheral which is not currently needed or supplied. In this way the system can be added to or upgraded as the need arises. A modular design makes this easier since modules can be unplugged and replaced by a later or more powerful version at a later date. The overall cost of upgrading is normally higher than getting it right to start with but the cost is spread over a longer time period and only the upgrades and additions required will be put in place removing the danger of mistakenly planning future needs at the initial design stage.

Purchasing and leasing
∑
Organisations may decide to lease hardware in an attempt to future proof their investment.  Leasing can also apply to software
Emulation  http://www.ericom.com/


∑
Emulation is when hardware or software behaves like some other piece of hardware or software. A printer from manufacturer A might emulate a completely different printer from manufacturer B. This is often done to open up B's market to A.

∑
One purpose of emulation is to allow software written for one hardware platform to run on another. In this case an emulator program is run which examines each instruction of the program and interprets it for the new hardware platform. This approach means that software running under the control of an emulator will often run more slowly than on its native platform - unless the emulator is running on a much more powerful machine

∑
The existing system can be retained in the short term

A reason for emulation is to allow the system to be replaced without the immediate need to retrain staff or convert data to a new format. A new system may emulate an old system so that the staff do not see any major difference.

For this reason many new systems will be backward compatible. This means that the new system will be able to process data produced by the old system. 

This allows the organisation to take advantage of more powerful or more reliable hardware and software while avoiding some of the overheads involved in changeover. However there are problems involved with emulation: 

∑
Emulation will not allow users to make full use of the new system - since its whole purpose is to behave like the old. (It may be possible for new functions to make full use of the new system's power).

∑
Some of the new systems power or increased capability will be being used to maintain the emulation.

∑
Emulations are rarely 100%. There are likely to be some problems where the new system does not behave like the old or where there are basic incompatibilities.

Downsizing and outsourcing http://www.cio.com/research/outsourcing/

Two somewhat controversial IS trends, but never the less a trend that is becoming more popular with organisations

∑
Downsizing  - this is the process of either moving processing applications from a mainframe to a personal computer or replacing a mainframe with a PC network. Why? Reduced costs, increased flexibility, ease of use

∑
Outsourcing - involves turning over some or all of the responsibility for the IS to an outside group. e.g. - Kodaks decision to turn over its IS department to  IBM.  Kodak evaluated that its IS department and decided that no strategic vale existed for performing its operations internally.  The decision is expected to save Kodak over $1 billion by the end of the decade.

Backup procedure (Chapter 53)
http://www.infosecurityworldonline.com/Content/Pages/Glossary.aspx


Who is Responsible?
Under UK law, it is the directors of an organisation (not the IT department or security officers) who can be held personally responsible for the security of their networks.  Therefore, they ought to be very supportive of a security policy. 

Backup Strategies P.292
Key questions that must be addressed when planning a backup strategy are:

	HOW OFTEN?
	(Every day or every time a record is collected)

	WHAT?
	(Software and data but only data needs to be backed up every day) 

	WHERE?
	(Off-site or in a fireproof safe) 


All business’s who use IT have some kind of backup procedure

∑
Be aware of the following types of Backup (p.292-293)

	Periodic
	File generations
	Incremental dumping


Full backup takes more time than incremental backup and the computer cannot be used for any other task while the backup is in progress. 

Storage of backup copies p.293

An important feature of all backup systems is the safe storage of backup copies. It is usually necessary to store one copy in a fireproof safe and another copy off site.

∑
Media for backup - be aware of the comparative sizes, portability issues, sequential/random access etc. (P.293)

∑
Tape drives and the tapes themselves are quite expensive and also quite slow but they can store a massive amount of data. 

∑
Iomega Zip disks are like "super floppy disks".  They hold more data than a normal floppy (100 or 200MB) and they are faster.  However, the capacity is not large enough to do a full backup even a home PC. 

∑
CDR and CDRW drives are becoming popular as backup hardware for the home user and small business.  A CD can hold 650MB.  Blank CDs are extremely cheap. 

∑
Some businesses back up onto the Internet. This is a good idea because the backup is in a remote location.  There is a fear of hackers but the data is held in encrypted format. 

  

Online Backup 

RAID = Redundant Array of Inexpensive Drives p.294

Every transaction is saved on three hard disks (a second drive in case the first fails and the third in a remote location).  This is suitable for those businesses that cannot afford to lose even a day's work. 

Grandfather-Father-Son Backup 

In organisations that use batch processing, it is not necessary to back up every night.  The system uses "generations" of master files.  A new generation of the master file is created each time a day's transactions are processed.  At least 4 generations are kept and on the 5th day, the oldest generation (the grandfather) is overwritten.  At least one generation is kept offline in a secure fireproof safe, with at least one pair off-site. 

Heathcote has an example of a backup strategy on p.293 and a good case study on p.294 

EXAMINATION QUESTIONS

Sample Paper 1996 (10 Marks)

A computer user has bought a large number of packages for a NEAB PC computer.  Due to increasing workload it is necessary to replace this model with a more powerful computer.  

The user has a choice of either: -

buying  an NEAB SUPERPC machine which is compatible with a NEAB PC?

or
buying
a MEGAMACHINE which is a completely different piece of hardware but provides the software emulation of the NEAB PC?

(a) (i) Why does the user need to relate the new machine to the NEAB PC?
 (2)

(ii) Explain the terms ‘compatible’ and ‘software emulation’.
            (4) 

(b) Discuss the relative merits of adopting one choice of computer as compared to the other. (4)

(a) (i)
existing software base (1) continuity for users
(1)




 (ii)
Software that runs on NEAB PC runs on NEAB SUPERPC (2)


Software that decodes and executes the machine code of another machine hence 


‘Pretends to be that machine. (2)

 (b)
Any two relevant comments but must be one for each approach 

	e.g. upward compatibility
	use existing software base, reduce user training, yet can move on to new software

	software emulation 
	emulation tend to be slow, development for the future


1996 (6 marks)

`If I need an IT system I buy whatever hardware and software I want without any regard to anyone.’

This statement was made by a manager of a department in a company.  

Why is this an inappropriate approach in a large organisation? (6)

ANSWER

Any from 1 per area

	Compatibility with existing hardware systems.

Compatibility with existing software and the extent to which new hardware platform supports existing software.

The company is likely to have a data interchange and compatibility policy.

The company is likely to have a training policy.

The company is likely to have an environmental/operating system policy.

User support within organisation and ability to cope with new systems.

Site licenses for software.

Purchasing and leasing contracts may exist on hardware/software.

Maintenance contracts and support for new systems

The Company is likely to have a security policy.

Discussion of these points or alternative gains marks


1997 (6 Marks) A teacher in a large college does not like the CAD package available on the college network even though many other staff are quite happy with it.  Describe three reasons why, in a large organisation, it is inappropriate for the teacher to buy an alternative package regardless of anyone else?
	Compatibility with existing hardware

Compatibility with existing software 

College will have IT training policy

User support issues- can organisation cope with increased support required

Site licences

Purchase/leasing contracts may exist on existing hardware

Maintenance contract issues for new hardware


1997.9 (20 Marks)

An examination board is considering developing a system which is to be used for maintaining and processing module test results of candidates.

∑
Describe the different ways in which the examination board may be able to provide a software solution.

∑
Discuss the issues that the examination board should consider before choosing any particular solution.
MARK ALLOCATION :

∑
Maximum of 8 marks for discussion of alternative strategies for providing a software solution.

∑
Maximum of 10 marks for a consideration of the issues, which would influence the decision, about which strategy is the most appropriate.  

∑
Maximum of 16 marks for the two sections combined.

∑
Up to 4 marks are available for the quality and coherence of  the candidate's argument.

Ways of providing a solution: Max. 8

	User written / internal development team/department (2,1,0)

External software house to examination board specification (2,1,0)

Use of Generic package(s) customised to meet specific needs of the examination board (2,1,0)

Specific i.e. purchased from a company that specialises in software for examination boards (2,10).


Issues that should be considered before solution is selected: 2 marks available for each issue  (1 for the issue & 1 for an appropriate discussion) up to a max. of 10.

	Cost of alternative solutions
	 (1) for generic large numbers sold so prices are low, less so with alternatives (1)

	Development & testing time
	 for alternative solutions (1) generic is thoroughly tested- reducing time not so elsewhere (1)

	Ease of use of alternative approaches
	 (1) extensive user base of generic suggests better user interface (1)

	Quality/ reliability existence of Documentation
	 provided (1) generic provided with extensive documentation others may not be so (1)

	Appropriateness of Solution
	 (1) generic may need considerable work in customising to suit specific requirements (1)

	Configurability
	 (1) generic may require in depth knowledge of the package to configure the application/ bespoke should already match requirements (1)

	Upgrade Paths provided by alternative approaches
	 (1) new versions of product/ dependence on small company (1)

	User Support overheads incurred by alternative solutions
	 (1) Wide user base/ size of supplier organisation & ability to cope with support overheads (1).

	Compatibility of alternatives
	 with existing hardware base(1) need for upgrades, additional memory, faster processors, etc. (1)

	Compatibility with existing software 
	(1) transferability of existing data files, interface with other generic packages, etc. (1)

	How do alternatives relate to Corporate strategies
	 (1) for hardware/software licensing/purchase (1)


1998.2 (4 marks)

‘I don’t care which version of a word-processing package the rest of the company uses.  As a senior company manager I intend to upgrade my department to the latest version.’  Give four potential problems this attitude may cause for other IT users in the company.

	Give one mark for each issue, max. 4:


File compatibility problems between versions/upward or downward compatibility between versions (1)

Compatibility with existing hardware (1)

Compatibility with existing software (1)

Staff training issues to learn new version (1)

Company   IT training policy may not support upgrade in unstructured way (1)

User support issues- can organisation cope with increased support required (1)

Site licences issues (1)

Purchase/leasing contracts may exist on existing hardware (1)

Maintenance contract issues for new hardware may exclude this option (1)

Unstructured upgrading may demotivate other staff/his staff (1)

Additional strains on department budgets (1) – not just costs


1998.7 (14 marks)

A company has been running a large number of application packages on a personal computer.  Although the computer works and has no hardware faults, the manager of the company now wishes to upgrade to a more powerful computer to run the same type of application packages.

(a) Give four distinct reasons why the company may wish to upgrade their computer (4)

(b) The company could buy a computer which is ‘compatible’ with the current machine in use.  An alternative is to purchase a different type of computer, with ‘software emulation’ of the current hardware.  Explain the terms ‘compatible’ and ‘software emulation’. (6)

(c) Describe the advantages and limitations of adopting a ‘software emulation’ approach. (4)

	(a)  to cope with the resource demands of software development (1)

to decrease processing time  (1)

organisation ethos/future proofing  (1)

task driven change  e.g. data volume capacity (1)

other  software change (1)


hardware may be obsolete- spares unavailable (1)

Y 2K change (1)

(b) compatible : 

different  hardware manufactures produce machines which all support the same software/data files (1),  applications are dependent on particular hardware configurations (1), e.g. processor type, memory configuration, VDU configuration  (1), compatible hardware refers to those systems which confirm to a particular minimum hardware specification (1) similar architecture/ instruction set (1) peripheral devices can be used on compatible systems (1)

software emulation: 

systems software (1)  acts an interface between the hardware of a system and any applications running on that system (1) in order that the applications software can run on a  hardware platform other than that for which it was designed (1) enable a computer to give the appearance of being a different platform (1)

Max. 6 marks. Accept a 4-2 split in either direction



6x1= (6)

(c) Advantages & limitations of software emulation:

Not cost-based answers.

advantages:

access to greater range of applications on multiple platforms (1)

enables data transfer between platforms (1)

etc.

limitations:
software emulation may not provide full functionality of hardware solution (1),

software support more complex - difficult to ascertain whether a problem lies with the application software or with emulation software (1),

emulation software may make excessive demand on systems resources (1)





1998.5 (12 marks)

You are the IT manager of a college.  Your principal wishes to implement a computerised student identification card system.  One way of providing the software for this system is to use a generic applications package, and to customise it to meet the project specification.

(a) Describe two ways of providing the software other than using a ‘generic applications package’. (4)

(b) The college has a clearly set out IT strategy, however this project has not been included.  Identify and describe four issues that should be considered when making a final choice from the above three methods. (8)

	(a) 
Max of 4. They can chose 2 methods from:

User written (1) - internal development team/ department (1)

OR “buy a specific purpose applications package (1)   which  already meets users specification (1).

OR Software house written  (1) to users specification (1)  



OR lease/facilities management (1) to user spec. (1)


 (b) In each case 1 mark is available for   naming the  issue, the second mark is given for a sensible explanation or elaboration:- not a rephrasing of the issue.

Development time (1):  generic may take less time to develop c/w other methods (1)may not have time to carry out project if not part of strategy /  may delay other key strategic projects(1)

Development costs (1): contrast external costs with those incurred if an in-house team exists or  shared development costs for mass purchased generic application (1) , may not be able to afford project if not part of strategy (1)

Compatibility with existing hardware/software (1): need  for new system to interface with existing applications (1), may not be compatible with other aspects of strategy(1)

Organisations policies on hardware/ software (1) : explained that these may dictate a particular solution(1).

Availability of documentation (1): widely available for generic applications. (1)

User training issues/ policies (1): availability of training material for generic packages/ transferable skills (1)/ may be skills shortage/training needs not covered by strategy (1)

Software support issues (1) : bug fixing, installation & maintenance (1)

Upgradability (1) – control over upgrade path/contrast ease of upgrade for different methods (1)

Robustness/reliability (1) – e.g. generic package tested on wider audience than in-house solution (1)


1999.5 (8 marks) A hospital information system holds program files, which are rarely changed, and large database files, which are changing constantly. At present the backup strategy uses a tape storage device, and has the following characteristics:

Each evening the information system is taken off-line and a full backup is made of the entire system. Three sets of tapes are in use and are referred to as sets A, B and C.

Set A is used one evening, Set B is used the next evening, Set C is used the following evening.

This sequence is then repeated, starting the next evening, with Set A again.

An advisor has suggested a change is required to improve this strategy. Give, with reasons, four changes that could be made.
(8)

.
	Up to a maximum of 8 marks, give 1 for each sensible change suggested and 1 for the justification. Candidates must justify changes to gain full marks.

A max of 4 is available if no justification is given. Justifications do not need to be explicitly linked to particular changes suggested.

Do not credit same justification more than once

	Changes might include: 
	Reasons

	Systems files only need backup prior to systems upgrades (1)
	Reduce backup time /hospital system must never be down (1)

	Separate procedures/systems/media/devices for backing up systems/program files and database files (1)
	Reduce demands on storage capacity (1)

	Periodic dump of database to disc while on-line (1)
	Dump can be backed up to tape without going off-line (1)

	Need for weekly backup tape (1) 
	Data errors will overwrite good data in three days if not discovered (1)

	Use of raid array to facilitate on-line backup (1)
	to eradicate down time (1)

	Use incremental backup if not doing already (1)
	Reduce time system unavailable/ hospital system must never be down (1)

	Keep off-site master / keep in fireproof safe (1)
	Added security (1)

	Medium term full backup to CD/dump to CD
	More reliable than tape (1) or If a data error is not detected within three days it will be impossible to restore from backup (1)

	Set up a live mirror server to act as backup on the network (1)
	Improve recovery time after data loss (1)

	Live backup to another machine across the network (1)
	Faster recovery from disaster (1)

	Employ software solution to enable on- line backup. If off-line time is a problem – find a software solution to enable on-line backups to take place (1)
	To reduce down time – hospital system must never be down (1)

	Planned testing of tapes by restoring them (1)
	To ensure media /strategy is OK (1)

	Maintain a backup log (1) 
	To keep records of failures in backup process (1)

	Use compression (1) 
	To reduce backup time or storage media space (1)

	8x1=8
	


2000 7 (12)

As an IT consultant you have been asked by a particular company to draft a number of policy and strategy documents relating to the use of IT systems at work.

(a) State four issues that should be included in these documents and, for each one, give an example of its affect on employees.
(8)

(b) State four reasons why the company would need an information policy.
(4)

 (a) Issues for policy and strategy documents Give 1 mark for raising the general issue and 1 for affect on employees:

∑
Compliance with Data protection legislation eg. Non disclosure of personal data/privacy (1)

∑
Staff may not leave 1ogged-in machine unattended (1)

∑
Compliance with Software license conditions (1) staff may not carry out unauthorised install or copying (1)

∑
Hacking/Computer misuse/theft (1) no browsing or alteration of others data or files (1)

∑
Internet policy (1), covering permissible sites and times (1)

∑
Security (1) no use of other peoples passwords- no disclosure of  passwords

∑
Defamation (1) no publication of such material by e-mail (1)

∑
Health and safety (1) eg employees must take rest periods (1)

∑
Back up strategy (1) eg sensible frequency (1)

∑
Training policy (1) for induction of new staff (1)

∑
Computer Misuse Act (1) plus reference to legality (1)

∑
Etc

Any 4x (2,1,0) =8

(b) Why a company information policy needed:

∑
To define who has access to information (1) at what level (1)

∑
To define mechanisms for distribution (1) e.g. Paper, e-mail, web based, etc. (1)

∑
To define those responsible for providing information (1)

∑
To define timeframes for information requirements (1)

∑
To assist in maintaining the running of the company (1)

∑
To inform employees of legal responsibility (1)

∑
Etc.

Any

4xl =4

2002.9 (20 Marks)

A local council has decided to standardise the ICT systems across all its departments.  This is due to problems experienced in transferring data and staff between departments.

Discuss the above statement.  Include in your discussion:

∑
The benefits that the staff may gain from this approach.

∑
The benefits that the council may gain from this approach.

∑
The reasons why staff may not wish to change

The solution for this question is intended to provide a framework of key concepts rather than a definitive solution. The aim is to establish an agreed standard that can be applied consistently, by all examiners, taking account of the many alternative answers to this type of question

Allocation of marks:

∑
Up to 6 marks for benefits to staff (code as S)

∑
Up to 6 marks for benefits to the council (code as C)

∑
Up to 6 marks for why staff may be resistant to change (code as R)

For each section, award marks for up to 3 points, i.e. the second mark each time is gained by expanding upon a specific point. Reasons must relate to points given.

Maximum mark for content is 16/20. Up to 4 marks are available for the assessment of Quality of Written Communication (code as Q).

BENEFITS TO STAFF (S marks)

∑
Ease of learning (1) the council can produce standard training documentation that matches the workstation HCI (1)

∑
Easier transfer of skills (1) due to consistency of interface (1)

∑
User can make use of other workstations (1) so user does not have to be fixed to one work area (1)

∑
Users are able to support each other (1) meaning simple problems can usually be solved without recourse to user support (1)

∑
Standard setting of defaults (1) e.g. word processing package can be set with standard margins to suit the standard printer (1)

∑
Easier distribution/use of standard items (1) such as logos/templates/etc (1)

∑
Etc.

BENEFITS TO COUNCIL (C marks)

∑
Less training overhead (1) as everyone can attend the same training (1)

∑
Perceived image of council may improve (1) as anything produced will now definitely be in the required style (1)

∑
Easier quality control (1) as there are less things to go wrong if everything is done in a standard way (1)

∑
Easier to manage licensing (1) as all workstations should have identical software content (1)

∑
Upgrades will be easier to administer (1) - there is less management

∑
Security is easier to monitor (1) it will be more obvious is a workstation has had its contents altered (1)

∑
Etc.

RESISTANCE TO CHANGE (R marks)

∑
Consideration of skill level of user (1) standard will only suit a certain cohort of users/it may be too low level for experts or too high level for novices (1)

∑
Less control over software (1) user has to wait for software configuration to be changed for them rather than do it themselves (1)

∑
Availability of specific software (1) unless software is standard, user may lose necessary functionality (1)

∑
'Special needs' consideration (1) colour sets may not suit colour blind

∑
Users/physical workstations may preclude use by those with other disabilities (1)

∑
Original system served user perfectly well (1) so user cannot see the point in changing/sees this as a waste of their time (1)

∑
Etc.

Quality of Written Communication Marks (Q marks) Max 4 marks
Spring 2003.6 

Describe four factors that need to be considered when a large company is devising a backup strategy for its information systems. (8 marks)

∑
Media (1) what is a suitable medium for making the backup onto (1)

∑
Frequency (1) how often the data on the system changes will affect how often the backup needs to be made (1)

∑
Storage (1) the backup needs to be stored safely and securely from the main system(s) (1)

∑
Volume (1) the backup needs to take into account how much data there is e.g. for how long the backup will take (1)

∑
Personnel (1) who is going to conduct the backup, so that the company can be confident that the backup has occurred (1)

∑
Logging (1) will there be a record indicating when the backup has taken place, and any problems that may have occurred? (1)

∑
Testing (1) integrity of the backup needs to be ensured, so that if it needs to be recovered it can be relied on (1)

∑
How critical the system is (1) can the system be taken offline in order to backup? (1)
June 2003.2 

A soft drinks manufacturer uses one particular hardware, operating system and applications package combination throughout its organisation. One department finds that this particular set-up docs not suit its needs. The manager of this department decides to purchase different hardware and operating system, and the specialist applications that he requires.

(a) Describe two reasons why the manager's action may not be advisable.                (4 marks)
(b) A large organisation should have an Information Technology Management Policy.
Give two reasons why such a policy is necessary.                                  (2 marks)
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