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Software Piracy 
Imagine that you have created a fantastic new computer game... you learned how to program, saw a gap in the market, developed your skills, then spent weeks and months creating it. You find a company to sell it for you. You are all set to make a fortune... then your 'friend' posts a copy on the internet and everyone downloads it. All that work and effort will not be rewarded, why should anyone buy it, when it is freely available on the internet? 

Or perhaps you are a talented music group just starting out... you write your songs, you make your first CD. Then someone buys a single CD and converts them to MP3 and posts them on the internet... no more sales!

This is the problem that software and music companies, large or small have to face. And so laws have been created to protect their efforts.

Making illegal copies of software is called 'Software Piracy'.

To many people the issue of software piracy is a matter of 'innocently' sharing software among friends and is considered to be quite harmless. Although it may seem like a great idea to be able to get hold of your favourite game, or that 'must have' new computer program for free, it is not a case of, 'it isn't harming anyone'.  It is!!!  In fact, there is nothing "innocent" or acceptable about it. It is against the law.

Deliberate counterfeiting is a serious problem.  Ten years ago, most copying was done on a small scale, usually amongst friends or work colleagues.  Now, it accounts for nearly 40% of all software in existence. 

Software piracy in the workplace has also become far more common.  Piracy can be as simple as two employees installing the same program on their computers when the license agreement permits only one. It can be as widespread as the deliberate, systematic copying of programs throughout an organization.

The Internet has also made it much easier to steal, market and distribute copyrighted material.   Pirated software on the Internet is often transmitted via bulletin boards, e-mail, news groups, site links and, most notably, Internet auction sites, which defraud bidders by claiming that illegal software is a genuine product obtained at a deep discount.

The risks of copied software.
There are many problems which can occur with illegally copied software:

· It is more likely to fail since the machines used to copy do not have to be to the highest professional standards.

· It may be missing important key elements, which could render the software less useful.
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·  Pirated software could possibly expire in the middle of a project, leaving you stranded and potentially costing you all your work. 

·  As the software pirate has no need for quality control, it is much more likely to be contaminated with a virus or Trojan. It could even be done deliberately to provide 'back door' to your computer when you are on line. 

·  There will be no warranty or support for illegal software, and if the company that created the software finds out you are running illegal copies then expect some serious legal problems!

·  You could be sued in civil court, with serious repercussions for your reputation. The court can award unlimited damages and will grant injunctions preventing further use of unlicensed software. If such a case were successfully prosecuted, you and your business would end up with a criminal record, company directors can even face a two year prison sentence.

Protecting Software. 
Hundreds of different methods have been tried to prevent illegal copying. There is no perfect solution, as some methods are more expensive than others. Typical methods are:

· 'Serial number' needed, usually only printed on the original package. The most common method of software protection, but simple to overcome with 'legal' serial numbers.

·  'Activation code' needed, you have to go on a web site to get a registered code. Now becoming very popular with companies, as you often have to provide personal information as well.

·  Special CDROM codes - normal CD copying fail to pick up the special hidden codes on the original disk and so copies are useless, very popular with game disks.

·  'Dongles', these are bits of hardware that must be fitted to the computer to allow the software to run. Only practical on the most expensive software costing thousands of pounds.

·  'Region coding' - you can only play disks bought in certain countries. Region codes are very popular with Hollywood companies, who want to control how their DVD films are sold around the world.

These technology tricks will only be of limited use as they can all be overcome. 

The only truly effective way of preventing software piracy is to educate people that it is wrong and harmful to do so. 

But saving money is always tempting, and so laws have been created to make it not worth the risk of getting caught. This is especially true for businesses who do not want to harm their reputations and good name.

COPYRIGHT DESIGNS AND PATENTS ACT 1988

This is a fairly straight forward act that I would imagine 90% of you have been tempted to break at some time! 

In essence it can be broken into 3 strands:

1. It is illegal to copy software without the permission of the rightful owner. Notice that holding a licence does not make you the 'rightful' owner.

2. It is illegal to actually run copied (pirated) software. 

So those of you that have run copied software on your computer at home are breaking the law in the same way as the person who copied the game or music file in the first place.

3. It is illegal to transmit copied software over a telecommunications line. 
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You do not have to have a disk or CD to pirate software. Copying through the internet or telephone line is also illegal.

Licenses.

A license allows you to use the software in a certain way. For example it may limit how many computers you can install the software on, and so it is illegal to go beyond this number.

At your school the ICT department will put software on to the network and will be given a licence to do so. It may well be that they have a "site" licence, meaning that they can install a program onto any computer at the school, no matter how many machines there are 'on site'.

Sometimes the licence agreement may be that they can only put the software onto a maximum of 20 machines, and so it would be against the law to make a copy on more than this number.

With software costing thousands of pounds, it is very tempting for a business to install software on all their machines... after all they have paid for the package... but the Copyright Act is there to make sure they are not tempted to do so.
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